C KaxabpIM TOJIOM MOJIOACKH B MHTEPHETE CTAHOBUTHCS OOJbIIE, a IIKOJIBHUKU
OIHM W3 CaMbIX aKTHUBHBIX TNONb30Barene Pynera. Mexnay teM, nomMumo
OTPOMHOT0 KOJIMYECTBA BO3MOYKHOCTEH, HHTEPHET HECET U MPOOJIeMBbl. ITa MaMsATKa
JIOJDKHA TOMOYb TeOe 0€30IacHO HaXOUTHCS B CETH.

KomnbrorepHbie BUPYChI

KomnbroTepuslii BHpPYC - 3TO Pa3HOBUIAHOCTh KOMIIBIOTEPHBIX MPOTrpamm,
OTJIMYUTENBHON OCOOEHHOCTBIO KOTOPOU SIBISIETCSI CHOCOOHOCTh K Pa3MHOMKEHHUIO.
B nomnonHenue k 3ToMy, BUPYChl MOTYT MOBPEAUTH WM MOJHOCTHIO YHUUYTOXHUTH
Bce (pailsibl U JaHHBIE, MOAKOHTPOILHBIC TIOJIB30BATEN0, OT UMEHH KOTOPOTO ObLia
3amylieHa 3apa)KeHHasi mporpamMma, a TakyKe MOBPEIUTh WU JaXe YHUUYTOXKUTb
OTIEpAIMOHHYI0O CUCTEMY CO BceMH (paiimamu B 1enoM. B OOnbLIMHCTBE CiydaeB
pacrpoCTPaHAIOTCS BUPYChI UEPE3 UHTEPHET.

MeTOZ[bI 3alllMTHI OT BPE€AOHOCHBIX IIPpOrpamMmm:

1. Wcnonb3yil COBpEMEHHbIE ONEPALMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HbIN
YPOBEHb 3aIIUThI OT BPEJOHOCHBIX MPOTrpaMM;

2. IloctossHHO  ycTraHaBiuMBail mnadytu (UUGpPOBBIE  3aAIUIATKH, KOTOpBIE
ABTOMAaTHUYECKM YCTAaHABJIMBAIOTCS C LEIbI0 JAOPaOOTKH MpOrpamMmbl) M
Jpyrue OOHOBJICHHS CBOCH OTMEpaIlMOHHOM crcTeMbl. CKadyMBail MX TOJIBKO C
opunmanpHOro caita paspaborunka OC. Ecnm cyimecTByer pexum
ABTOMATUYECKOro OOHOBJIEHUS, BKIIFOUH €T0;

3. Paboraii Ha cCBOeM KOMIIBIOTEpE TMOJ TpaBaMH TIOJIb30BATENd, a HE
aIAMUHHUCTPATOPa. DTO HE MO3BOJIIUT OOJBUIMHCTBY BPEJOHOCHBIX IPOrpamMm
MHCTAJUIMPOBATHCS HA TBOEM MEPCOHAIBHOM KOMIIBIOTEPE;

4. Vcnonp3y#d  aHTUBUPYCHbIE  MPOTPAMMHBIE  TMPOAYKTHl  M3BECTHBIX
POU3BOAUTENEH, C aBTOMATHYECKUM OOHOBJIEHHEM 0a3;

5. OrpaHndb PU3NYECKUIN TOCTYI K KOMIBIOTEPY /71l HOCTOPOHHMX JIULL;

Hcnonb3yil BHEMIHNE HOCUTETU UH(OPMAIINK, TaKue Kak (hielika, JUCK WK

¢ailn u3 UHTEpHETA, TOIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

/. He oTkppiBail KOMIBIOTEpHBbIE (Qailfibl, IOJYYEHHbIE W3 HEHAJIEKHBIX
UCTOYHHUKOB. Jlaxke Te (ailnibl, KOTOpbIE MPHUCTaN TBOM 3HaKOMBIN. Jlydie
YTOYHH Yy HET0, OTIIPABJISUI JIU OH TeOe uX.

S

Cern WI-FI

Wi-Fi - 370 He BHJ Tepeiaun TaHHBIX, HE TEXHOJIOTHSI, @ BCETo JIUIIb OPeHI, MapKa.
Eme B 1991 rony Hunepnanackas kommnanus 3apeructpuponaina openg "WECA",
yTO 0003Hauano cioBocoueranue "Wireless Fidelity", koTopsiii mepeBoguTCsl Kak
"GecrpoBOAHAS TOYHOCTH'.

Jlo Hamero BpeMeHH Joluia apyras a00peBuarypa, KOTopas sBISETCS TaKOW ke
TexHojoruen. Ito abopeBuarypa "Wi-Fi". Takoe HazBaHue ObUIO JaHO C HAMEKOM



Ha CTaHJIAPT BBICIICH 3ByKOBOM TexHUKH Hi-Fi, uTo B mepeBojie 03HavaeT "BhICOKas
TOYHOCTB'".

Jla, OecruraTHBIi HMHTEPHET-AOCTYN B Kade, OTENSIX W a’dporoprax SBISETCS
OTJIMYHON BO3MOXKHOCTBIO BBIX0/Ia B MUHTEpHET. HO MHOTHE SKCTIEPTHI CUUTAIOT, YTO
obmenoctynusie Wi-Fi ceTu He ABisitoTCS 0€30MaCHBIMU.

CoBeTsblI 10 0€30MacHOCTH paOOThI B 00IIEAOCTYMHBIX ceTsax Wi-fi:

1. He nepenaBaii cBoOr JIMUHYIO HH(MOpMAIHIO Yepe3 oobrienoctynabie Wi-Fi
cetu. Paboras B HUX, *eJaTeIbHO HE BBOAMWTH MApOJIM JIOCTYyIMA, JIOTUHBI U
KaKue-TO HOMEPA;

2. Ucnonb3yit © OOHOBISIH aHTUBHPYCHBIE MPOrpaMMbl U OpaHamayep. Tem
CaMbIM ThI 00€30MacuIlb ce0sl OT 3aKaYKU BUPYyCca Ha TBOE YCTPOMNCTBO;

3. Ilpu ncnonpzoBanuu Wi-Fi otkmoun pynkuuio "OO0mmii goctyn k daitnam u
npuntepaM". JlanHast QyHKIMS 3aKphITA [0 YMOJIYAHUIO, OJHAKO HEKOTOPhIE
MOJIH30BATENN aKTUBUPYIOT €€ A ya00CTBa UCTIOIB30BaHUS B paboTe Win
yuaebe;

4. He ucnonb3yit myonuunsiii WI-FI 1uist nepenayun TMYHBIX JaHHBIX, HATPUMED
JUTSI BBIXO/IA B COITMAIBHBIC CETU MITU B DJICKTPOHHYIO TIOUTY;

5. Hcnonp3yi Toapko 3amuiieHHoe coeaunenne yepe3 HTTPS, a ue HTTP, T1.e.
npu Habope BeO-aapeca BBoau uMeHHO "https://";

6. B moOwibHOM Tenedone orkmoun QyHkimio "TloakmoueHne k Wi-Fi
aBTomatndecku'. He momyckaii aBTOMaTHYECKOTO MOAKITIOYCHUS YyCTPOUCTBA
k cetsim Wi-Fi 6e3 TBoero cornacwusi.

ConmajibHbIE CeTH

ConmanbHbIe CETH aKTUBHO BXOJSAT B HAIly *XKU3Hb, MHOTHE JIOJIU pabOTalOT U
KUBYT TaM TOCTOSIHHO, a B Facebook yxe 3apeructpupoBad Muuiuapi 4esioBeK,
YTO SIBISCTCS OJHOM CEAbMOM BCEX JKMTEIEH IIaHEThl. MHOIHME IOJIb30BATEIIN HE
MOHUMAIOT, YTO WH(MOpPMaIMs, pa3MeEIIeHHass UMH B COIMAIBHBIX CETAX, MOXET
ObITh HaAWJEHA W HCMOJb30BaHA KEM YIrOJIHO, B TOM YHCIE€ HE 00s3aTeIbHO C
0JIaruMu HaMEpPEHUSIMU.

OCHOBHBIE COBETHI 110 OE30MACHOCTHA B COIMAIBHBIX CETAX:

1. Orpannub criucok npy3eit. Y 1e0s B APy3bAX HE JOHKHO OBITh CIIY9alHBIX U
HE3HAKOMBIX JIFOACH;

2. 3ammimai CBOIO YacCTHYIO KW3Hb. He yka3biBail maponu, TenedoHsl, aapeca,
JIaTy TBOETO POXKICHUS U JPYTYIO JUUYHYIO0 HH(DOpMAIUIO. 37T0yMBIIUIEHHUKU
MOTYT MCIOJIb30BaTh Aake MHPOPMAIUIO O TOM, KaK Thl U TBOU POAUTEIH
IUTAHUPYETE NPOBECTU KAHUKYJIbI;

3. 3amuinai CBOI PErmyTaluio - IEpKHU €€ B YUCTOTE U 3ajaBail cebe BOMpPOC:
XOTeN OBl ThI, UTOOBI IPYrHe MOJIb30BATEIM BUICIH, YTO ThI 3arpy’Kaeib?
[Toxgymaii, mpexJie 4em 4To-TO ONMyOJIUKOBATh, HAMMCATh U 3aTrPy3UTh;



4. Eciv Thl TOBOPHIL C JIFOABMH, KOTOPBIX HE 3HACIIb, HE WCIOJIB3YH CBOEC
pealbHOE UMS U JIPYTYIO JIMYHYI0 WHGOPMAIMK: UMsI, MECTO >KUTEIhCTBA,
MECTO y4eObl U IpoUee;

5. U3zberaii pa3memienus ¢gororpaduit B UHTepHere, riae Thl M300pa’keH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OIPEACIUTh TBOE MECTOIOJIOKECHHE;

6. I[lpu perucrpaiuu B COIMANTBHON CETH HEOOXOTUMO HCIIOIb30BATh CIIOKHBIC
TIapoJIu, COCTOSAIINE 13 OYKB U IUGP U C KOJIUIECTBOM 3HAKOB HE MEHEe §;

7. JIns conuanbHOM CETH, MOYTHI U IPYTUX CAWTOB HEOOXOAMMO HCITOJIb30BaTh
pasHbie napoiu. Toraa ecnu TeOst B3IOMAIOT, TO 3JTOYMBIIIJICHHUKH TOTy4aT
JIOCTYTI TOJILKO K OJTHOMY MECTY, a HE BO BCE€ Cpasy.

JJIeKTPOHHBbIE IEHbI'H

DJIEKTPOHHBIC JIEHBIM - OTO OYEHb YAOOHBIM CIOCOO TIUIATEXEH, OJHAKO
CYIIIECTBYIOT MOIIEHHHUKH, KOTOPBIE XOTSAT MOJTYYUTh 3TU JICHbIU.

9J'I€KTpOHHBIC ACHBI'M IIOABUJINCH COBCEM HCOABHO W HMMCHHO H3-3a 3TOro0 BO
MHOI'MX I'OCyAapCTBax A0 CHUX IIOP HC IIPOIMHUCAHO IIPO HUX B 3aKOHAX.

B Poccum xe oHM (QYHKIIMOHHUPYIOT U O HHX YK€ MPOIHMCAHO B 3aKOHE, TE HX
pa3nesaoT Ha HECKOJNIBKO BUIOB - aHOHUMHBIC U HE aHOHUMHBIC. Pa3Huma B ToMm,
YTO aHOHHMMHBIC - 3TO T€, B KOTOPBHIX pa3pelracTcss IMPOBOJMTH Omeparuu 0e3
UACHTU(UKAIINK T10JIb30BaTEIIsA, B HCAHOHUMHBIX HUICHTH(UKAILIHS TOJIH30BATEIIS
SIBJIETCST 00s3aTEIILHOM.

Taxxke crnegyer pas3nuuyaTh  JIEKTPOHHbIE  (UAaTHBIE  JI€Hbru  (PaBHBI
rOCyJapCTBEHHBIM BaJlOTaM) M 3JEKTPOHHbIE He(pUaTHbIE JIE€HbI'M (HE paBHBI
rOCYy/1apCTBEHHBIM BAIIIOTAM).

OcHOBHBIE COBETHI 110 0€301acCHOI padoTe C AIEKTPOHHBIMU JI€HbIaMU:

1. IlpuBsku K cueTy MOOWIBHBIN TenedoH. DTO camblil yAOOHBIN U OBICTPHIN
Croco0 BOCCTAaHOBHUTH JIOCTYM K cueTy. [IpuBs3aHHBIN TenedoH MOMOXKET,
eciu 3a0ylelllb CBOM IUIATEXKHBIA TMapoJib WM 3aijielllb Ha CalT ¢
HE3HAaKOMOI'0 YCTPOMCTBA;

2. Ucnonb3yit onHopazoBeie maponu. llocme mepexoma Ha YCHUICHHYIO
aBTOpU3ALMIO TEOE yXkKe He OyIeT yrpoKaTh ONMACHOCTh KPayKu UJIU IepexBaTa
IJIaTEKHOT O MapOoJIs;

3. BeiOepu cnoxsblid maponb. IIpecrymHukam Oyner He MNpPOCTO yrajaath
CIIOXHBIN mapoib. HamexxHpie mapoiv - 3TO Napoyiv, KOTOPbIE COAEPKAT HE
MeHee 8 3HAKOB U BKJIIOUAIOT B ¢€0s1 CTPOUYHBIE U MIPOMUCHBIE OYKBBI, IU(PPbI
Y HECKOJIbKO CUMBOJIOB, TAKUE KaK 3HAK Jl0JU1apa, (yHTa, BOCKIMLATEIbHbBIN
3HaK u T.1. Hanpumep, $tROng!;;

4. He BBOAM CBOU JTUUHbBIC JAHHBIE HA CaliTax, KOTOPHIM HE JIOBEPSIEIIb.

DJIeKTPOHHAS MOYTA



DNEeKTpOHHAsl TOYTa - 3TO TEXHOJOTMS U MPEAOCTaBIsiEMble €10 YCIYTU IO
NEPECHUIKE U MOJYYEHHUIO IEKTPOHHBIX COOOIIEHHM, KOTOPbIE PaCIPEAEISIOTCS B
KOMIIBIOTEpHON ceTh. OOBIYHO AJIEKTPOHHBIA IMOYTOBBIA SIIUK  BBITJISIUAT
CleyromuM 00pa3oM: UMsI_TONIb30BaTENA(@HUMsL_JIoMeHa. Takxke Kpome nepenayn
IOPOCTOr0 TEKCTa, UMEETCS BO3MOXKHOCTh Iepe1aBaTh (paiisbl.

OcHOBHBIE COBETHI IO 0€30MacHOI padoTe ¢ AIESKTPOHHON MOYTOM:

1. Hano BbIOpaTh mpaBMIIbHBIN TOYTOBBIN CEpBUC. B MHTEpHETE €CTh OrPOMHBIHN
BbIOOp O€cCIIaTHBIX MOYTOBBIX CEPBUCOB, OAHAKO JIyULIE J0BEPATH TEM, KOTO
3HACLIb U KTO IEPBBIM B PEUTHUHTE;

2. He yka3piBail B JIMUHOM TouTe JU4YHYIO HMH(opMamuio. Hanpumep, myurne
BbIOpaTh "My3bIKanbHbIN_(hanaTt@" winu "pok2013" Bmecto "temal3";

3. Mcnonb3yit AByX3TANHYIO aBTOPU3ALMIO. ITO KOT'/1a IOMUMO Mapoisi HY>KHO
BBOJIUTH KOJI, MPUChUIAEMbIN 0 SMS;

4. BpiOepu CI0oXKHBIM Tapoiib. JIJIsI KaKJI0ro MOYTOBOIO SIIITUKA JOJDKEH OBITH
CBOM HAJICKHBIM, YCTOMYUBBIN K B3JIOMY NapOJIb;

5. Ecnu ecTh BO3MOXKHOCTh HAIIMCATh CAMOMY CBOM JTUYHBIN BOIIPOC, UCTIOIB3Yi
3Ty BO3MOXKHOCTb;

6. Mcnonb3yit HECKOIBKO MOYTOBBIX SIIMKOB. [1epBbIi A1 4aCTHOM MEPENUCKH
C aapecaTtaMy, KOTOPBIM Thl JOBEpsAEHIb. JTO IEKTPOHHBIN aJpec HE HaJ0
UCIIOJIb30BaTh MPU PEruCTpanuu Ha (opyMax U calrax;

/. He orkpbiBaii (ailibl U Apyrue BIOKEHUS B MUCbMAX, JAXe €CIA OHU
NPUIILITH OT TBOUX Jipy3ei. Jlydille yTouHH y HUX, OTHPABIISIIN JIU OHU TeOe
3T (haiibl;

8. Ilocne okoH4YaHMs pabOTHI HA TOYTOBOM CEPBUCE MEPE] 3aKPHITUEM BKIIAIKH
c caiiToM He 3a0yab HaXKaTh Ha "BeiiTu".

Knﬁepﬁymmﬂr NI BUPTYAJIBbHOC U31€BaATCJIbCTBO

KubepOymiuHr - mpeciienoBaHHe COOOIICHUSIMH, COAEPKAIUMHU OCKOpPOJIEHUS,
arpeccuto, 3alyruBaHue; XyJIUraHCTBO; COIMAIbHOE OOMKOTUPOBAHKE C MTOMOIIBIO
Pa3IMYHBIX UHTEPHET-CEPBUCOB.

OcHoOBHBIE COBETHI IO 00pb0E ¢ KUOEPOYIITUHIOM:

1. He Opocaiics B Ooi. Jlydmmii coco0: mMOCOBETOBATHCS KaK ce0si BECTH W,

€CJIM HET TOr0, K KOMY MOYXHO OOpaTHUThCs, TO BHAYaJle yCIOKOUThCs. Ecnu

Thl HaYHEIlb OTBEYaTh OCKOPOJEHUSMU HAa OCKOpPOJICHHS, TO TOJBKO eIle

OO0JIbIIIE PA30AOKEIb KOH(IIUKT;

VYpaBisii cBoeli kubeppernyTaiuei;

3. AHOHUMHOCTH B ceTd MHUMasi. CylIecTBYIOT ClIOCOOBI BBISICHUTb, KTO CTOUT
3a aHOHHUMHBIM aKKayHTOM;

4. He crouT BecTH XYJIUTAaHCKHM 00pa3 BUPTyaIbHOW >Xu3HU. VHTEpHET
(¢uKcHpyeT Bce TBOM JIEUCTBUS U COXpAHSAET UX. Y AAIUTh UX OyJeT KpailHe
3aTPYyIHUTEIBHO;

N



5. Cobironait CBOIO BUPTYaJIbHYIO YECTh CMOJIOY;

6. Urnopupyit enuHuuHbld HeratuB. (OIHOpPA30BBIE  OCKOPOUTEIIHHBIC
COOOIIeHUs Jy4lle WUrHopupoBaTh. OOBIYHO arpeccus NpeKpaiaercs Ha
HavaJbHOM CTaUH;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSIMU, B
COITMAJIBHBIX CETSAX €CTh BO3MOXKHOCTh OJIOKUPOBKH OTIPABKU COOOIIEHUN C
ONPEAECIECHHBIX aJIPECOB;

8. Eciau Th1 cBuzmerens kubepOysinHra. TBOM NEUCTBUS: BBICTYNHUTHh MPOTHB
MpeCcIeIoBATENS, TOKA3aTh EMY, YTO €r0 JICUCTBHS OILIEHUBAIOTCA HETATUBHO,
MOJIIEPIKATh KEPTBY, KOTOPOM HY>KHA IMICUXOJIOTHYECKasi TOMOIIb, COOOITUTh
B3POCIBIM O (haKTe€ arpeCCUBHOTO MOBEICHUS B CETH.

Moo6uiabHbIi TesedoH

o CoBpemMennbie cMapTHOHBI U TUIAHIIETHI COAEpKaT B ce0e BIOJIHE B3POCIIbIN
GyHKIIMOHAI, ¥ Teneph OHM MOTYT KOHKYPHUPOBATh CO CTallMOHAPHBIMH
KoMmIbtoTepaMu. OJIHAKO, CPEJCTB 3aIUTHI JJI MOJIOOHBIX YCTPOMCTB MOKa
OUY€Hb Masio. TeCTUPOBAHKE U MOUCK YSI3BUMOCTEN B HUX MTPOUCXOJUT HE TaK
WHTEeHCHBHO, Kak j1u1s1 [1K, To e camoe kacaeTcss 1 MOOMIIBLHBIX TTPUITOKCHHM.

o CoBpeMmeHHbIE MOOWIbHBIE Opay3epbl yXKe€ NPaKTUYECKH JIOTHAIU
HACTOJIbHBIE aHAJIOTH, OJHAKO paclIupeHre (PyHKIMOHAa BIIEYET 3a co00i
OOJIBIITYIO CITOKHOCTh M MEHBIIYIO 3aITUIIIEHHOCTb.

o Jlaseko He Bce MPOM3ZBOAUTENM BBITYCKAIOT OOHOBJIEHUS, 3aKPbIBAIOLIUE
KPUTHUYECKUE YSI3BUMOCTH JIJIsl CBOMX YCTPOMWCTB.

o OcHOBHBIE COBETHI JJ1s1 6€30MaCHOCTH MOOMIILHOTO TeledoHa:

o Huuero He sBisiercst mo-HacrosiemMy OecriaTHbIM. Byns oCcTOpOXkeH, Belb
Korja Tebe mpeasiaraloT OecIuiaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KAaKHEe-TO IUIaTHBIE YCIYTH;

o Jymaii, npexne uem ornpaButh SMS, ¢oro uinu Bugeo. Tl TOUHO 3HACIIID,
r7€ OHU OyAyT B KOHEYHOM UTOTE?

o HeobxomumMo 0OHOBISTH ONEPAIMOHHYIO CUCTEMY TBOET0o cMapT(hOHa;

o Hcrnonb3yit aHTUBUPYCHBIE MPOTPAMMBI JIJIsI MOOUJIBHBIX TeIE(OHOB;

o He 3arpyxail npunoxxeHus OT HEU3BECTHOI'O MCTOYHUKA, BEIb OHU MOTYT
CoJlepKaTh BPEIOHOCHOE MTPOrpaMMHOE 00ECIICUEHHUE;

o Ilocie Toro xak Thl BBIMJEIIL C CaldTa, TJ€ BBOJIUI JUUHYIO WH(POPMAIIHUIO,
3aiiIi B HACTPOUMKHM Opay3epa u yjaainu cookies;

o Ilepuoanuecku npoBepsiii, KaKue MIATHBIE YCIYT'M aKTUBUPOBAHbI HA TBOEM
HOMEPE;

o JlaBaii cBoif HOMep MOOWUIBLHOTO TenedoHa TOIBKO JIIOASM, KOTOPBIX ThI
3HAeIllb U1 KOMY JIOBEpsIEIIb;

o Bluetooth momkeH OBITH BBIKIIOUEH, KOrJa Thl MM HE MOJb3yembcs. He
3a0bIBall MHOT 1A IPOBEPSTH ITO.

Online urpsl



CoBpeMeHHBIC OHJIAWH-UTPHI - 3TO KPAacOYHBIC, 3aXBaTHIBAIOIIUE Pa3BIICUCHMUS,
00BEAMHSIONINE COTHU THICSY YETIOBEK 0 BceMy MUpY. UTpoKu UCCIeNYIOT TaHHbII
UM MHUD, OOIIAIOTCS IPYT C APYT'OM, BBIITOJHSIOT 33JJaHUs, CPAKAIOTCS C MOHCTPAaMHU
¥ TIOJIYYalOT OMBIT. 32 yIOBOJBCTBUE OHM IUIATST: MOKYMAKOT JWCK, OTUIAYUBAIOT
a0OHEMEHT WJTU PUOOPETAIOT KAaKHE-TO OTIIHH.

Bce stu cpencrBa uayr Ha NOAAEpKAHUE UM PA3BUTHUE UIPHI, & TAKXKE Ha caMy
0€30MaCHOCTh: COBEPIICHCTBYIOTCSI CUCTEMbI aBTOPHU3AIlMU, BBIITYCKAIOTCS HOBBIC
naTuu (1U(POBBIE 3aTUTATKY JJIS POTPaMM ), 3aKPBIBAIOTCS YI3BUMOCTH CEPBEPOB.

B momoOHBIX Urpax CTOUT OmacaThCs HE CTOJIBKO CBOMX COTNEPHHUKOB, CKOJBKO
KpaXXu TBOETO Maposisi, Ha KOTOPOM OCHOBAaHA CHCTEMAa aBTOPU3ALMH OOIBIIMHCTBA
urp.

OcHOBHBIE COBETHI IO 0€30IMaCHOCTH TBOErO HUI'POBOI'0 dKKAayHTa:

1. Ecnu apyroit urpok BemeT ceOs IMIOXO WIM CO3JaeT TeOe HEeMpHUSTHOCTH,
3a0JI0KMpYH €ro B CUCKE UTPOKOB;

[Toxanyiics aIMUHUCTPATOpaM WIPbl Ha IJIOXOE MOBEAEHUE 3TOr0 UIPOKA,
JKEJIATEJIbHO MPUIIOKHUTh KaKHE-TO JI0Ka3aTeNIbCTBA B BUJI€ CKPUHOB;

He yxa3biBaii tuuHy0 nHpOpMalnio B mpodaiisie urpsl;

YBaxka Apyrux y4aCTHHUKOB I10 UIPE;

He ycranaBnuBail HeopuuaibHbIe TATYU U MOJIBI;

Hcnonp3yii CII0XKHBIE U pa3HbIE TAPOJIH;

Jlaxxe BO BpeMsl UI'pbl HE CTOMT OTKJItOYaTh aHTUBHpYC. [Ioka ThI urpaems,
TBOM KOMIIBIOTEP MOT'YT 3apA3UTh.

A

No ok ow

@OUIIUHT WIN Kpaka JIMYHbIX JaHHbIX

OOBIUHON Kpaxel AeHer W JOKYMEHTOB CErO/Hs YK€ HUKOIO HE YAMBHUIIb, HO C
Pa3BUTHEM MHTEPHET-TEXHOJIOTUN 3JI0YMBIIJICHHUKHU IEPEMECTUIINCH B UHTEPHET,
U TIPOJIOJKAIOT 3aHUMATHCS "MTFOOMMBIM" JI€JTOM.

Tak mosiBMIIach HOBasl yrpo3a: MHTEPHET-MOIIEHHUYESCTBA WX (DUIHMHT, TIaBHAsS
11€JTh KOTOPOT'0 COCTOUT B MOJTYyYE€HUU KOH(MUICHIIMATBHBIX JaHHBIX MMOTh30BaTeIeH
- ToTUHOB U Tapoiiel. Ha anrmuiickom si3bike phishing unraercs kak GumuHr (0T
fishing - peioHas moBist, password - MapoJnb).

OcHOBHBIE COBETHI IO 0OpHOE C (PUITUHTOM:

1. Cnenu 3a cBOMM akkayHTOM. Eciu Thl moj103peBacliib, 4TO TBOSI aHKETa ObLiia
B3JIOMaHa, TO  HEOOXOAWMO  3a0JIOKUpOBaTh €€ U COOOUIMTH
aIMUHUCTpPATOpaM pecypca 00 ITOM Kak MOXKHO CKOPEE;

2. Ucnonp3yit 6e3omacHbie BeO-CAaWThl, B TOM YHCIIC, HHTEPHET-Mara3uHoB U
TTOMCKOBBIX CHCTEM;



3. HUcnonb3yil clnokHble W pa3Hble Mmaponu. Takum oOpa3oM, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIIJICHHUKH MTOJIYy4aT JOCTYI TOJIBKO K OJTHOMY TBOEMY
npoduITto B CETH, a HE KO BCEM;

4. Ecnu 1e0s B3IOMaiu, TO HEOOXOIUMO MPEIYIPEAUTH BCEX CBOUX 3HAKOMBIX,

KOTOpBI€ JOOABICHBI y TE€OS B JIPy3biX, O TOM, UTO TeOs B3JIOMAald H,

BO3MOXKHO, OT TBOETO HMMEHHU OYJeT pacchbulaThCid CIaM M CChUIKM Ha

(UIIHTOBBIE CAMTHI;

VYcranoBu HaaexHbIN maposs (PIN) Ha MoOMIBHBIN TenedoH;

OTxir0uu coXpaHeHue napoJsi B Opaysepe;

7. He otkpwiBaii (aiinel u Apyrue BJIOXKEHUS B MUChMax, JaXKe €ClId OHU
NPUILIA OT TBOUX Apy3eH. Jlydiie yTouHu y HUX, OTTIIPABIISUIH JIU OHU TeOe
9TH (ailiibl.

o o

MudpoBas penyranus

[udposas pernyranus - 3T0 HEraTUBHAs WU MO3UTUBHAS MH(pOpPMALUA B CETH O
tebe. Kommpomerupyromas wuHbopmanus, pa3sMelleHHass B WHTEPHETE, MOXKET
Cepbe3HBIM 00pa3oM OTpa3uThcsl Ha TBOeH peanpHOM >km3HU. "Ludposas
penytamus" - 3TO TBOW UMUK, KOTOPBIM (popmupyercs u3 undopmaiuu o Tede B
UHTEpHETE.

TBOe MeCTO KMUTENbCTBA, y4eObl, TBO€ (DMHAHCOBOE IOJIOKEHUE, OCOOECHHOCTU
XapakTepa 1 pacckasbl 0 OJM3KUX - BCE ATO HAKATUTMBAETCS B CETH.

MHorue mOAPOCTKH JIETKOMBICIEHHO OTHOCATCA K IyOJUKalUW JIMYHON
uHpopmaruu B VHTepHETE, HE TOHMMas BO3MOXKHBIX MocieAcTBUil. Thl maxke He
CMOXKeIIb JIOrajaThCcsi O TOM, 4To ¢ororpadusi, pa3melleHHas 5 JeT Hazal, cTajia
NPUYUHOM OTKa3a MPUHATH T€OS Ha padoTy.

KommenTapuu, pa3memnienne TBoux (otorpaduii m apyrue NEHCTBUS MOTYT He
WCYE3HYTh JJAXKeE MOCIIC TOT0, KaK ThI X YAAJIUIIh. Thl HE 3HACITH, KTO COXPAHII 3TY
uH(OpMaIIIO, Morajja JU OHA B IMOWCKOBBIE CUCTEMBI U COXPAaHWIIACH JIM OHA, a
[JIABHOE: YTO MOAYMAIOT O TeOe OKPYKAIOIIKME JIFOJH, KOTOPhIE HAWIYT U YBUIAT
sT0. Haiit mHpOpManmo MHOTO JIET CIYCTS CMOXET JI000M - Kak U3 JT0OpBIX
NoOY>KJICHHH, TaK ¥ ¢ HAMEPCHHEM MPUIUHUTD BPEI. DTO MOXKET OBITh KTO YT'OJTHO.

OcCHOBHBIE COBETHI 10 3aIIUTE HU(PPOBOH permyTaluu:

1. Tlopymaii, mpexJie yeM 4To-TO NMyOJMKOBATh U MepeaaBarh y ceds B Oiore
WJIN B COITMAJILHOM CETH,

2. B Hactpoiikax mnpodusis yCTaHOBM OrpaHUYEHHS] Ha MIPOCMOTP TBOETO
npoQuIs U ero CoAEPKUMOT0, cenail ero ToNbKo " 1py3en';

3. He pa3memiait u He yka3piBail HMH(POpPMAILIMIO, KOTOpas MOXKET KOro-Jndo
OCKOPOJIATH WM OOMKATh.

ABTOpCKOE IPaBo



CoBpeMeHHBIC IIKOJBHUKHN - aKTHBHBIC MOJIB30BATENH ITU(POBOIO MPOCTPAHCTBA.
OmHako JajIeK0 HE BCE 3HAIOT, 4YTO IOJIb30BAaHHE MHOTMMHU BO3MOXKHOCTSIMHU
muppoBoro mMupa TpeOyeT COOMIOJEHUS TIpaB Ha  HMHTCIUICKTYAIbHYIO
COOCTBEHHOCTE.

TepMuH "UHTEIEKTYyadbHAs COOCTBEHHOCTD' OTHOCUTCSA K Pa3IMYHBIM TBOPEHHUSM
YeJI0BEUYECKOI0 yMa, HAUMHAsl C HOBBIX M300pETEHMI M 3HAKOB, 0003HAYarOLIUX
COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTH, U 3aKaHYMBas KHUTaMH, GoTorpadusmu,
KUHO(PWIBMaMHU U MY3bIKaJIbHBIMU NTPOU3BEACHUSMHU.

ABTOpCcKHE TIpaBa - 93TO TpaBa Ha WHTEIUIEKTyaJIbHYI0 COOCTBEHHOCTh Ha
MIPOU3BEJICHUSI HAYKH, JJUTEPATYPbl U UCKYCCTBA. ABTOPCKHE MPaBa BHICTYNAIOT B
KauyeCTBE TapaHTUW TOTO, YTO HWHTEJUICKTYaJIbHBINH/TBOPUYECKUN TPyA aBTOpa HE
Oyner HampacHbIM, JacT €My CIpaBeJIUBble BO3MOXKHOCTH 3apaboTaTh Ha
pe3yabTarax CBOEro TPy[a, MOJYYUTh HU3BECTHOCTh M Tpu3HaHue. Hukto 06e3
paspelmeHnus aBTopa HE  MOXET  BOCHPOU3BOJIWTH €0  IPOU3BEICHHUE,
pacnpocTpaHsaTh, NYOJIUYHO JE€MOHCTPUPOBATH, MPOJABaTh, HUMIIOPTUPOBATS,
MyCKaTh B TPOKAT, IMyOJWYHO HMCTIOMHSATH, MOKA3bIBATH/UCIIONHATh B d(dUpe WiIH
pasmemiars B IHTepHere.

Hcnonb3oBanue "mupaTckoro" mporpaMMHOro oOecreyeHusi MOXKET NMPUBECTH K
MHOTMM PHUCKaM: OT MOTEPH JaHHBIX K TBOMM aKKayHTaM J0 OJIOKUPOBKHU TBOETO
yCTPOMCTBA, TJIe YCTAaHOBJICHA HelleraabHas mporpamMMa. He cTouT taxke 3a0bIBaTh,
YTO CYIIECTBYIOT JieTalbHbIE U O€CIUIaTHBIC MPOrPaMMbI, KOTOPbIE MOYKHO HAWTH B
CETH.

O noprane

CereBuuoK.pd - TBOW TIABHBI COBETYHK B CETH. 3/€Ch Thl MOXEIIh y3HATH O
0€30MacHOCTH B CETH MOHSATHBIM M JOCTYIHBIM S3bIKOM, a NMPU BO3HUKHOBEHUU
KPUTUYECKON CHUTyallMM OOpAaTUTHCA 3a COBETOM. A TakKe NPUHATH y4acTHE B
KOHKYpCax U CTaTh CaMbIM ITU(GPOBBIM IPAKIaHUHOM!

IMamsaTKa 1)1 J1eTeld U NOJAPOCTKOB

1. Hopmbl moBeneHHMsI M HPaBCTBEHHbIC NPHUHIMIBI OJWHAKOBBI KaK B
BUPTYaJIbHOM, TaK U B PEAJIbHOM MHPE.

2. HezakoHHO€ KOMMpPOBAaHUE MPOIYKTOB TPYyJa APYTUX JIIOAEH (My3bIKH, UTD,
nporpaMM M T.I.) CYMTAaeTcs IularuaToM (yMBIIUIEHHOE MPUCBOCHUE
ABTOPCTBA UYKOT0 IPOU3BEIICHMUS ).

3. He BepbTe BceMy, uto B BuauTe Wi uynutaere B Mutepuere. [lpu Hanuuuu
COMHEHUM B MPaBAUBOCTU KaKOU-TO MHGPOpMAIUMU CIEAYET OOpaTUThCS 3a
COBETOM K B3POCIIBIM.



Henb3st coobmarh apyrum monb3oBaTensM MHTepHeTa CBOIO JIMYHYIO
uHbopMaruio (axpec, Homep TenedoHa, HOMEP IIKOJIBI, TFOOUMBIE MecTa s
UTp U T.1.).

Ecnu Bbl oOmiaerech B uarax, MOJIb3YETECh MPOrpaMMaMHM MIHOBEHHOMN
nepenadyy cooOIICHHM, UTPAETe B CETEBbIE UIPhI, 3aHNMaeTech B MIHTepHETE
YeM-TO, 4TO TpeOyeT yKa3zaHus UACHTU(DUKATMOHHOTO UMEHH MOJIb30BATEI,
TOT'/1a BEIOEPUTE 3TO UMSI BMECTE CO B3POCIBIMU, YTOOBI YOEAUTHCS, YTO OHO
HE COJIEP’)KUT HUKAKOM JIMYHON MHGOpMALIHH.

WNHrepHeT-npy3bss MOT'YT Ha caMOM Jiele ObIThb HE TEMH, 32 KOrO OHHU ce0st
BBIJIAIOT, [I03TOMY BbI HE IOJKHBI BCTpedaThesi ¢ IHTepHEeT-Apy3bsIMU JTUYHO.
Henb3st oTkpbIBaTh (aiisibl, npuciaHHble OT HEM3BECTHBIX BaM JItOJeH. OTu
daiinpl MOTYT cOfepKaTh BUPYCHI WM (OTO/BHACO C HEKETATEITbHBIM
COJIep KaHHEM.

Hayuurecp noBepatrs unTynumu. Eciu uro-uuOynes B WHTepHeTe Oyner
BBI3bIBATh Y Bac IICUXOJIOTMYECKUN TUCKOMGOPT, MOAECIUTECh CBOUMU
BIIEYATJICHUSIMU C B3POCIIBIMHU.

OcHOBHBIE npasuJia 1Jisi IIKOJbHUKOB MJIAJIIHAX KJIacCoB

1.

2.

Bcerna cnpammBaiite poaureneil 0 He3HAKOMbIX Bemax B MHrepuere. OHu
PACCKaXXyT, 4TO 0€30MaCHO JeNaTh, a YTO HET.

[Ipex e uem HauaTh IPYKUTh C KeM-TO B IHTEpHETE, CLIPOCUTE Y pOAUTENECH
KaK 0e30MacHO 00IAThCA.

Hukoraa He pacckaspiBaiiTe 0 cede HE3HAKOMBIM JIOJIIM. ['71e BBl J)KUBETE, B
KaKOMH I1IKOJI€ YUUTECh, HOMEp TenedoHa JOTAKHBI 3HATh TOJIBKO BaIllH JIPY3bs
U CEMbS.

He ornpamnsiite dororpadum moasMm, KOTOpbIX Bbl He 3Haere. He Hamo
9TOOBI HE3HAKOMBIE JIFO/IM BUJICIN BaIllK JTMYHbIE hoTOorpaduu.

He Bctpeuwaiitech 6e3 pomuteneit ¢ moabmu u3 MuTepHera BxuByro. B
NutepHeTe MHOTHE JIFOIM PACCKA3bIBAIOT O ce0e HETpaBy.

O6mascy B UHTEpHETE, Oynpre ApyXKemoOHbI ¢ apyrumu. He mnumure
rpyOBIX CJIOB, YHTAaTh T'PYOOCTH TaK K€ HEMPHUSATHO, KaK M CJbIIIATh. BbI
MOKETE HEYassHHO OOUIETh YeJIOBEKaA.

Ecnu Bac Kro-TOo paccTpows uid o0ujen, 00S3aTebHO PACCKAKUTE
POAUTEIIAM.

OcHoOBHBIE npasuJia 1Jjisl IIKOJbHHUKOB CPECJIHHUX KJIacCoOB

1.

IIpn perucTtpaumm Ha caWTax CTApalTeECh HE YKa3blBaTh JIMYHYIO
UHPOpPMAIUIO, T.K. OHA MOKET OBITh 1OCTYITHA HE3HAKOMBIM JIIoIM. Takxke
HE PEKOMEHJYEeTCs pa3Meliarb CBOIO (oTorpaduro, AaBas TEM CaMbIM
IIPEACTABICHUE O TOM, KaK BbI BBIIVISIAUTE [IOCTOPOHHUM JIFOJISIM.
Hcnonp3yiiTe BeO-kaMepy TOJBKO IpH 00LIEeHUH ¢ apy3bsimu. [Ipocnenure,
YTOOBI MTOCTOPOHHME JIOAM HE MMEIH BO3MOXHOCTH BHJIETh Bac BO BpEMs
pasroBopa, T.K. OH MOKET ObITh 3aIMCaH.



6.

HexenaTenbHble MMCbMa OT HE3HAKOMBIX JIFOJICH Ha3bIBAOTCs «cramy». Eciu
BbI MMOJIYYHJIM TaKoe MHUChMO, HE OTBeUalTe Ha Hero. B ciydae, eciau BbI
OTBETUTE Ha MOAOOHOE MHCHMO, OTIPABUTENb OYIACT 3HATh, YTO BBI
HOJIb3YETECh CBOUM JICKTPOHHBIM MTOYTOBBIM SIITUKOM M OyIeT MPOA0IKATh
IOChLJIaTh BaM CIIaM.

Ecin BamM mpuimio cooOIlieHHe ¢ HE3HAKOMOIro ajpeca, ero JIydlle He
OTKpbIBaTh. [1000HBIC TMCHMa MOT'YT COJIEP)KATh BUPYCHI.

Ecin BaM nOpHUXOAAT MHCbMA C HENPHUATHBIM M OCKOPOJISIONIMM Bac
COJep)KaHUEM, €CId KTO-TO BeleT ceds B BalleM OTHOIICHHH
Hermoa00armM 00pa3oM, COOOITUTE 00 ITOM.

Ecnu Bac KTO-TO pacCTpOMIT WIIH OOHIEI, PACCKAKUTE BCE B3POCIOMY.

OcHoBHBIE npasuJia 1Jjisl IIKOJbHUKOB CTAPIIHNX KJIAaCCOB

1. HexenarenbHO pa3meniaTh MepCcOHAIBLHYIO HHPOPMAIUIO B UHTEPHETE.

2. Ilepconanbnast nuHpOpMAaIUsg — 3TO HOMEP BaIIero MOOWILHOTO Tene(oHa,
aZpec AMEKTPOHHOM MOYTHI, IOMAIIHUM aJipec U JInyHbie (poTorpaduu.

3. Ecnu BBl myOnmkyere (OTO WM BUIEO B MHTEPHETE — KaXKIBIA MOXKET
MIOCMOTPETH UX.

4. He oTBeualiTe Ha cram (HEXENIATEIbHYIO AJEKTPOHHYIO MOYTY).

5. He oTtkpeiBaiiTe ¢aiiibl, KOTOpbIE MpUCTaI HeU3BecTHbIE Bam mroau. Ber He
MOKETE 3HATh, YTO HA CAMOM JIeJIe CoJiepKaT 3TH (Pailyibl — B HUX MOT'YT OBITh
BUPYCHI WIH (OTO/BUJIEO C «arPECCUBHBIMY COIEPKAHUEM.

6. He nobammisiiTe HE3HAKOMBIX JIFoJiel B cBOM KoHTakT jucT B IM (ICQ, MSN
messenger u T.J.)

7. IlomHuTE, 4TO BUPTYyaJIbHBIC 3HAKOMBIE MOTYT OBITH HE TEMH, 32 KOTO ce0s
BBIJIAIOT.

8. Ecnu psaoM ¢ BaMu HET pOACTBEHHUKOB, HE BCTPEYANTECH B pEaTbHOM KU3HU
C JIOJbMHM, C KOTOPbIMH Bbl MO3HaKoMwiInch B HMHTepHere. Ecnm Bam
BUPTYaJIbHBIA JpYyr NEHCTBUTENIBHO TOT, 3a KOro OH ceOsl BBIJAeT, OH
HOpPMaJIbHO OTHECETCS K Ballei 3a60Te 0 cOOCTBEHHOM Oe30macHOCTH!

9. Huxkorpaa He m037HO paccKa3aTh B3POCIbIM, €CJTU Bac KTO-TO OOUIEN.
IIpaBusa 6€30MaCHOCTH NMPHU MOCEIEHUH CANTOB M MO NMPUEMY JIEKTPOHHOM
MO4ThI

1. He xoauTe Ha HE3HAKOMBIE CAUTBHI.

2. Ecnu x Bam no noure npuiien ¢aitn Word unu Excel, naxe ot 3nHakomMoro
JU1A, TIPEXKIE YEM OTKPBITh, 0053aTEILHO MPOBEPHTE €r0 HA MAKPOBUPYCHI.

3. Ecnu mpumen exe-gain, naxe OT 3HAKOMOrO, HU B KOEM Ciydae He
3allyCKaluTe €ro, a Jydlle Ccpa3y YJUIUTE U OYUCTUTE KOP3UHY B Ballei
IpOrpaMMe UYTE€HHS TTOUTHI.

4, He 3axomuTe Ha calThl, rjae mpemnaraloT OecruiatHbli WHTEpHET (HE
OecriaTHBIN e-mail, 3To pa3Hble BeUn).

5. Hukoraa HUKOMY HE MOCHIJIAUTE CBOM MapOJb.



6. CrapaiiTech UCIIOJIB30BATH IS TAPOJIEH TPYIHO 3alIOMUHAEMbI Habop tudp
1 OyKB.



